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1. 712 S |4

GUARDIA ITSM2 7|28 o 2 H 4% (Closed Network) A0 M SFE L|CE O2{Lt Q5
MMM FHZIL T, YOI A, Slack)2te| s, 35 7|8 =8 A, THEl/&4 22| 2| R FAIO|
S7tetof et i XA 7|52 FIH5H & L L

1]

1-1. H|2H L vs 70 H|

a= H 24 (7]&) 7H > (O] ZtolE)
Ho He LH = only QIHY F H2 HE
CORS 8™ localhost Bt & AE 2F =02l 5E
HTTPS el = (TLS 1.2/13)
APl 215 JWT JWT + API Key
RAE A= 2X| (Ollama only) =X FX (B4 27h
Rate Limiting 7| 23} (30 reg/min)
Hok o 7| HSTS =& &3t
aial A FX|: 7Y BEOME Ollama(llLM)= W& ME §X|. /5 Al API(OpenAl, Anthropic &) = LCH
A FAI

2. MY Ot7| 5K

2-1. A|AHE —_r“éjE
2|& 220|YUE = NginxE ol TLS Y= 3tEl X '2 2 GUARDIA APIO| H 2 LICt LLM(Ollama)t
Cll Ol E{ 1| O] & PostgreSQL)E QIE 2T HMZ0| 27t5tH, APl AHE SSiA D 21X 0|8 7L CL

Nginx (443, 8443) TLS T2 + Rate Limit + =2 03] &

GUARDIA FastAPI (8001) H|=L|A 2 + CORS + 29 0E90f Nginx S5l A{ Bt
PostgreSQL (5432) HOIH M = X| (127.0.0.12hH
Ollama LLM (11434) 22X 0jA Al FE = X| (127.0.0.12h

22.ZE 1M

e L,

HTTP ZHO|X| (HTTPS E|CIO|H E) 518
443 HTTPS S 10| x| SSL 5E

8001 HTTP GUARDIA API (LS =& HESHA| YUS



8443 HTTPS GUARDIA AP| (2182 HMZ #Zh
5432 TCP PostgreSQL

11434 HTTP Ollama LLM



31, 417 %7t T

o

core/external_security.py APl Key 88/83/L4A REEE|
routers/external_api.py Q& APl 2t2EH (BAKN T, SR, ©=, APl Key #2|)
.env.open Hey 2 sty HES|
deploy/nginx_opennet.py Nginx HTTPS A7 H{XZ AJEE

3-2. 2% E I

o+ HE LHE
main.py CORs &tgti=s 7|8 38 AF, 22 9|6 0SS0, external_api 2t E &5
models.py APIKey ORM & =7} (tb_api_key H|O|E)

3-3. WYY ZE CORS &% WAl

£+d # 3 GUARDIA_NETWORK_MODEO]| [zt CORS ‘EMO| At5 T ehE LTt

« closed (7|2): localhost2t 3{&
« open: GUARDIA_ALLOWED_ORIGINSO| X|’'H&l Q5 =iz & &
- GrA I 822 MEZHQ Y& 58 It

or

\Y
CHS 2HEH4E /opt/guardia/app/.env Off A& stL|Ct:

BHES 2t oA El

GUARDIA_NETWORK_MODE open Y B E =gt

GUARDIA_ALLOWED_ORIGINS https://itsm.zioinfo.co.kr 52 e =X

GUARDIA_ WEBHOOK_SECRET <ZEs HE gi> HZ HMAC MF 7|

DATABASE_URL postgresql+asyncpg://... @ ZET Al %4022 Q1A
4-2. SSL P15 M

Z=0 Q0] A= B Let's Encrypt ASA ALES ATELICH IPTH U= B2 XA M LSME
dgghct

mmm mm: certbot --nginx -d itsm zioinfo.co.kr

IP mm: openssl req -x509 -nodes -days 3650 -newkey rsa: 2048 ...



5. Q|5 AP| Al H

5-1. APl YIEZQIE

/api/external/health = dAH=
/api/external/status GET s AlAB B0 AEY
/api/external/keys POST JWT (22| Xh API Key 22
/api/external/keys/{id} DELETE JWT (&2| X API Key H|Z-d3}
/api/external/sr GET API Key (read) SR =& =3
/api/external/sr POST API Key (write) SR &
/api/external/webhook POST HMAC (M &) QIF OiAMX HZ
/docs GET A OpenAPl A

5-2. APl Key H¢t A3 T

AT 5|8 AP AL Of| A

read SR 5& =3 DL EE A|AH
write SR S5, <H ¥E QIE E|Zl A|AH
admin 2E QF API E3t #a| &7
webhook 4= 7t7t2 93, Slack &

5-3. 2|7 HidN E= s +=
QIE HAXEIIR2YT, HIOIH YA, Slack §)= GUARDIA ElZ AEZQEZ XA HHY
£tL|Ct GUARDIA= Ollama LLMS 2 H3 S mAlstof X 2|stL|Ct,

oy

mjo

5
73 POST /api/external/webhook X-GUARDIA-Signature (HMAC)
L[O| =& A POST /api/external/webhook X-GUARDIA-Signature (HMAC)
Slack POST /api/external/webhook X-Source: slack
Teams POST /api/external/webhook X-Source: teams
AHE X HO POST /api/external/webhook ME{ (HMAC BHZh




Strict-Transport-Security max-age=31536000; includeSubDomains HELR XTIt HTTPSEH ALE
X-Frame-Options DENY Clickjacking 2t X|
X-Content-Type-Options nosniff MIME 2L &X|
X-XSS-Protection 1; mode=block XSS At

Referrer-Policy strict-origin-when-cross-origin Referrer ‘S5 |2t

Q& LM =X Ollama(localhost) T&. OpenAl/Claude & 2|5 APl 2t ZX|
SSH X33 IP, H{ZHZ, SSH A™ES APl SEO HOf =g FX|
AES-256-GCM =3} ME XHAZE2 223 M (os_pw_enc ZE)

root SSH =X| opsagent & AEEt ALE

ZAr22 2E Q& API = TB_AUDIT_LOGO| 7|2



T1 HTTP 2 AH|3 (8001) 200 OK 200 OK PASS
T2 HTTPS &AM 3 (8443) 200 OK 200 OK PASS
T3 Z | O|X| HTTPS (443) 200 OK 200 OK PASS
T4 O|QS API 2 AHE 401 401 PASS
T5 CORS 2% =X 5|8 Allow-Origin il s =gt PASS
T6  HSTS&IE Mg max-age=31536000 HEgE PASS
T7 X-Frame-Options DENY DENY PASS
T8  Rate Limiting 87 zone 27 =92 17 zone PASS
T9 S ALE HEY operational operational PASS
TI0 i 2t = open open PASS

HH 1074 B|IAE 25 E1} (10/10 PASS)

X0 % of

echo GUARDIA_NETWORK_MODE=open >> .env && systemctl restart guardia

sed -i 's/open/closed/' .env && systemctl restart guardia

In -sf sites-available/guardia-https sites-enabled/ && nginx -t && systemctl reload nginx

HTTPS H|&-d3} rm sites-enabled/guardia-https && systemctl reload nginx

8-2. MH|A ZHE &

GUARDIA ITSM HTTP http://101.79.17.164:8001 ey 2y g32
GUARDIA ITSM HTTPS https://101.79.17.164:8443 e e H2 (HE)
2|5 API https://101.79.17.164:8443/api/external/ APl Key 215

OpenAPl A https://101.79.17.164:8443/docs API BMM (S 7H)

S O|X| HTTPS https://101.79.17.164 XN EEI|& L O[X|
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